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Ẍ ṇ (Brocade 5600 vRouter )( ḭvFW פּ( Managed Firewall( ḭM-
FW) ︣Ḯ 
ḱInternet -GW, ṇ ṇ, Web ṇ ṇ (Routing ) ︡ ךּ ṇ
︣Ḯ 

ḱ vFW ︡ ךּ ṇ M-FW וֹ נּ ︣Ḯ 
 ἲ vFW ︡ ךּ ṇ פּ ḭM-FW וֹ נּ ḭ צּ
ךּ ︡ ︣Ḯ 

 
ẑ פּ שּ  Ḯךּאל
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ףּ ṇ 
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ṕvFW Ṗ 

VRID  30 
VIP .254  

192.168.10.0/24 (FW ) 

VRID  40  
VIP .251  

172.16.10.0/24 ( )  

dp0s4 .254  

vFW-01(M)  

dp0s5 .253  

dp0s4 .253  

vFW-02(B)  

dp0s5 .252  

LB-01(M)  LB-02(M)  

1/1 .250  

1/2 .250  

1/1 .249  

1/2 .249  

http -vserver  
172.16.100.100  

ssl-vserver  
172.16.100.200  

172.16.100.0/24  
(Vserver )  

Web-server -01  Web-server -02  

ḱvFW ṇ פּ
︡ḭ HTTP/HTTPS
Ḯ 

ḱ פּ vFW ṇ IP
DNAT ṇ ṇ

IP ︡ ︣Ḯ 
ḱLB º º ṇ

ṇ ṇ ︡ קּףּ ︣Ḯ 

VRID 1  
VIP .252  

153.xxx.xxx.248/29 ( ☿◓ⱷfi♩)  
VRID  20  
VIP .255  

Internet -GW 
act  .251  

Internet -GW 
stb  .250  

VRID 70 
VIP .249  

VRID 2  
VIP .252  

172.16.20.0/24 ( )  

VPN-GW 
stb  .250  

VPN-GW 
act  .251  

192.168.30.248/29 (VPN -GW ) 

dp0s6 .253  dp0s6 .254  
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 HA ṇ  
 

 M-FW ︡  
 

VRID  30 
VIP .254  

192.168.10.0/24 (FW ) 

VRID  40  
VIP .251  

172.16.10.0/24 ( )  

LB-01(M)  LB-02(M)  

1/1 .250  

1/2 .250  

1/1 .249  

1/2 .249  

Port2 .3  Port2 .4  

Port3 .11  Port3 .12  

dp0s4 .254  

vFW-01(M)  

dp0s5 .253  

dp0s4 .253  

vFW-02(B)  

dp0s5 .252  

M-FW 
(First unit)  

M-FW 
(Second unit)  

http -vserver  
172.16.100.100  

ssl-vserver  
172.16.100.200  

172.16.100.0/24  
(Vserver )  

Web-server -01  Web-server -02  

10.0.0.0/29  

10.0.0.8/29  

ẑ צּ ︣Ḯ 

VRID 1  
VIP .252  

153.xxx.xxx.248/29 ( ☿◓ⱷfi♩)  
VRID  20  
VIP .255  

Internet -GW 
act  .251  

Internet -GW 
stb  .250  

VRID 70 
VIP .249  

VRID 2  
VIP .252  

172.16.20.0/24 ( )  

VPN-GW 
stb  .250  

VPN-GW 
act  .251  

192.168.30.248/29 (VPN -GW ) 

dp0s6 .254  dp0s6 .253  
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 M-FW ẑ 
 

 1: ṇ  
 2:  
 3: ṇ ṇ  

VRID  30 
VIP .254  

192.168.10.0/24 (FW ) 

VRID  40  
VIP .251  

172.16.10.0/24 ( )  

LB-01(M)  LB-02(M)  

1/1 .250  

1/2 .250  

1/1 .249  

1/2 .249  

Port2 .3  Port2 .4  

Port3 .11  Port3 .12  

dp0s4 .254  

vFW-01(M)  

dp0s5 .253  

dp0s4 .253  

vFW-02(B)  

dp0s5 .252  

M-FW 
(First unit)  

M-FW 
(Second unit)  

http -vserver  
172.16.100.100  

ssl-vserver  
172.16.100.200  

172.16.100.0/24  
(Vserver )  

Web-server -01  Web-server -02  

10.0.0.0/29  

10.0.0.8/29  

ẑ צּ ︣Ḯ 

VRID 1  
VIP .252  

153.xxx.xxx.248/29 ( ☿◓ⱷfi♩)  
VRID  20  
VIP .255  

Internet -GW 
act  .251  

Internet -GW 
stb  .250  

VRID 70 
VIP .249  

VRID 2  
VIP .252  

172.16.20.0/24 ( )  

VPN-GW 
stb  .250  

VPN-GW 
act  .251  

192.168.30.248/29 (VPN -GW ) 

dp0s6 .254  dp0s6 .253  
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192.168.10.0/24 (FW ) 

VRID  40  
VIP .251  

172.16.10.0/24 ( )  

LB-01(M)  LB-02(M)  

1/1 .250  

1/2 .250  

1/1 .249  

1/2 .249  

M-FW 
(Second unit)  

M-FW 
(First unit)  

Port2 .3  

http -vserver  
172.16.100.100  

ssl-vserver  
172.16.100.200  

172.16.100.0/24  
(Vserver )  

Web-server -01  Web-server -02  

10.0.0.0/29  

10.0.0.8/29  

Port2 .4  

Port3 .11  Port3 .12  

30
( )  

VRID 1  
VIP .252  

153.xxx.xxx.248/29 ( ☿◓ⱷfi♩)  

Internet -GW 
act  .251  

Internet -GW 
stb  .250  

VRID 2  
VIP .252  

172.16.20.0/24 ( )  

VPN-GW 
stb  .250  

VPN-GW 
act  .251  

192.168.30.248/29 (VPN -GW ) 

 vFW  
 

ḱ ṇ ṇ  ( )  

vFW-01(M)  vFW-02(B)  
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VRID  30 
VIP .254  

192.168.10.0/24 (FW ) 

VRID  40  
VIP .251  

172.16.10.0/24 ( )  

LB-01(M)  LB-02(M)  

1/1 .250  

1/2 .250  

1/1 .249  

1/2 .249  

Port4 .253  

M-FW 
(Second unit)  

Port4 .254  

Port5 .252  Port5 .253  

M-FW 
(First unit)  

Port2 .3  

http -vserver  
172.16.100.100  

ssl-vserver  
172.16.100.200  

172.16.100.0/24  
(Vserver )  

Web-server -01  Web-server -02  

10.0.0.0/29  

10.0.0.8/29  

Port2 .4  

Port3 .11  Port3 .12  

30
( )  

VRID 1  
VIP .252  

153.xxx.xxx.248/29 ( ☿◓ⱷfi♩)  
VRID  20  
VIP .255  

Internet -GW 
act  .251  

Internet -GW 
stb  .250  

VRID 70 
VIP .249  

VRID 2  
VIP .252  

172.16.20.0/24 ( )  

VPN-GW 
stb  .250  

VPN-GW 
act  .251  

192.168.30.248/29 (VPN -GW ) 

 M-FW  
 

ḱ ṇ ṇ  ( )  

vFW-01(M)  vFW-02(B)  

Port6 .253  Port6 .254  
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ṕManaged Firewall Ṗ 

VRID 1  
VIP .252  

153.xxx.xxx.248/29 ( ☿◓ⱷfi♩)  
VRID  20  
VIP .255  

VRID  30 
VIP .254  

192.168.10.0/24 (FW ☿◓ⱷfi♩)  

VRID  40  
VIP .251  

172.16.10.0/24 ( (♩Ᵽ☿◓ⱷfiכ◘  

LB-01(M)  LB-02(M)  

1/1 .250  

1/2 .250  

1/1 .249  

1/2 .249  

Port4 .253  

M-FW 
(Second unit)  

Port4 .254  

Port5 .252  Port5 .253  

M-FW 
(First unit)  

http -vserver  
172.16.100.100  

ssl-vserver  
172.16.100.200  

172.16.100.0/24  
(Vserver )  

Web-server -01  Web-server -02  

Internet -GW 
act  .251  

Internet -GW 
stb  .250  

Ẍ  
ḱM-FWּצ ︣ ṇ

ṇ/ VRRP ID ḭ
11 ︡ ךּ שּ  Ḯךּאל
ḱM-FWּצ ︣ ṇ

צּ ḭVRRP ID ḭ ︡ ךּ
לּ ︡ שּ  Ḯךּאל

VRID 70 
VIP .249  

VRID 2  
VIP .252  

172.16.20.0/24 ( )  

VPN-GW 
stb  .250  

VPN-GW 
act  .251  

192.168.30.248/29 (VPN -GW ) 

Port6 .253  Port6 .254  
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 HA ṇ
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 HA ṇ  
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ḭ ṇ ףּ ︡ ףּ ךּךּ ︡ ︣Ḯ 
https:// ecl.ntt.com/documents/tutorials/rsts/Network/logicalnw.html  
 

ṇ ḭ ṇ ︡ḭ 
ṇ ṇ שּ  Ḯךּאל

 

https://ecl.ntt.com/documents/tutorials/rsts/Network/logicalnw.html
https://ecl.ntt.com/documents/tutorials/rsts/Network/logicalnw.html
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ểḰ ṇ ︡ ︣Ḯ 
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 HA ṇ  
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2-1.ể ṇ ︡ ︣Ḯ 
  ḱ ṇ פּ ḭ ︡ḭṡ Ṣ Ḯ 
  ḱ פּ ḭ ︡ḭṡ Ṣ Ḯ  
   ( ṇ ḭ10.0.0.0/29 ḭ ṇ ︡ וֹ ︣Ḯ)  
  ḱ פּ ḭ ︡ḭṡ ṇ Ṣ Ḯ 
   ṕDHCP וֹ ︣ḮṖ     
 
 

10.0.0.0/29  
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 HA ṇ  
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2-2.Ễ ṇ ︡ ︣Ḯ 
  ḱ ṇ פּ ḭ ︡ḭṡ Ṣ Ḯ 
  ḱ פּ ḭ ︡ḭṡ Ṣ Ḯ  
   ( ṇ ḭ10.0.0.8/29 ḭ ṇ ︡ וֹ ︣Ḯ)  
  ḱ פּ ḭ ︡ḭṡ ṇ Ṣ Ḯ 
   ṕDHCP וֹ ︣ḮṖ     
 
 

10.0.0.8/29  
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 M-FW ︡  
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 M-FW ︡  

Copyright ©  NTT Communications Corporation. All right reserved.  
 18  

ḭHA ףּ ︡ ףּ ךּךּ ︡ ︣Ḯ 
https:// ecl.ntt.com/documents/tutorials/security/rsts/security/order/managed_firewall_u
tm/order_new_ha.html  

ṇ ḭ 
︡ḭM-FW Order שּ  Ḯךּאל

https://ecl.ntt.com/documents/tutorials/security/rsts/security/order/managed_firewall_utm/order_new_ha.html
https://ecl.ntt.com/documents/tutorials/security/rsts/security/order/managed_firewall_utm/order_new_ha.html
https://ecl.ntt.com/documents/tutorials/security/rsts/security/order/managed_firewall_utm/order_new_ha.html
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 M-FW ︡  
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ṡ (HA)Ṣ שּ  Ḯךּאל

ףּ ︡ ︣Ḯ 
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 M-FW  
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-1 M-FW  
( ṇ )  
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-1 M-FW  
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ṇ פֿ שּ  Ḯךּאל
https://ecl.ntt.com/documents/tutorials/security/rsts/security/operation/managed_firewall
_utm/4220_routing_ha.html  

ṇ ḭ 
︡ḭManaged Firewall Operation שּ  Ḯךּאל

https://ecl.ntt.com/documents/tutorials/security/rsts/security/operation/managed_firewall_utm/4220_routing_ha.html
https://ecl.ntt.com/documents/tutorials/security/rsts/security/operation/managed_firewall_utm/4220_routing_ha.html
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-1 M-FW  
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ṙCluster Route Management Ṛ ︡ שּ  Ḯךּאל

ṙ ṇ Ṛ אל ךּ ṙCluster Route Management Ṛ ṙManage Routes Ṛ
︡ ︣Ḯ 



Copyright ©  NTT Communications Corporation. All right reserved.  
 24  

-1 M-FW  
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︡ ḭṙ Ṛ ︡ ︣ 
WebServer ︣Ḯ 

WebServer  

Internet GW( ṇ ) ḭ ︣Ḯ 

0.0.0.0  

0.0.0.0  

153.xxx.xxx.252  

Port4  

192.168.10.251  

Gateway address(LB VIP)  

Port  

Port  

Internet GW( ṇ ) VIP 
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-1 M-FW  
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︡ ḭṙ Ṛ ︡ ︣ 
VPN-GW ṇ ṇ ︣Ḯ 

172.16.20.0  

192.168.30.252  

VPN-GW ṇ ṇ  

(VPN-GW VIP)  

Port6  

Port  
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-2 M-FW
(Destination NAT )  
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-2 M-FW  
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Destination NAT פֿ שּ  Ḯךּאל
https://ecl.ntt.com/documents/tutorials/security/rsts/security/operation/managed_firewall
_utm/4330_destination_nat.html  

ṇ ḭ 
︡ḭManaged Firewall Operation שּ  Ḯךּאל

https://ecl.ntt.com/documents/tutorials/security/rsts/security/operation/managed_firewall_utm/4330_destination_nat.html
https://ecl.ntt.com/documents/tutorials/security/rsts/security/operation/managed_firewall_utm/4330_destination_nat.html
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-2 M-FW  
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פּ ￼ךּ פּ ︡ḭṙ Ṛ ︡ שּ  ךּאל

פּ  Destination NAT ︡ ︣Ḯ 
  NAT Object  Destination NAT 

 Destination NAT ṙ Ṛ ︡ ︣Ḯ 
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-2 M-FW  
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︡ ḭṙ Ṛ ︡ ︣Ḯ 
 

(Port4) 80 ṇ DNAT ︣Ḯ 

153.xx.xx.255  

M-FW VIP 

http -vserver  

ṇ  
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-2 M-FW  
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︡ ḭṙ Ṛ ︡ ︣Ḯ 
 

(Port4) 443 ṇ DNAT ︣Ḯ 

153.xx.xx.255  

M-FW VIP 

ṇ  

ssl-vserver  



Copyright ©  NTT Communications Corporation. All right reserved.  
 31  

-2 M-FW  
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︡ ḭṙ Ṛ ︡ ︣Ḯ 
 
VPN-GW (Port6) 80 ṇ DNAT ︣Ḯ 

192.168.30.249  

M-FW VIP 

http -vserver  

Port6DNAT_80  

Port6  
ṇ  
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-2 M-FW  
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︡ ḭṙ Ṛ ︡ ︣Ḯ 
 
VPN-GW (Port6 ) 443 ṇ DNAT ︣Ḯ 

192.168.30.249  

M-FW VIP 

ssl-vserver  

Port6DNAT_443  

Port6  

ṇ  
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-3 M-FW  
( ṇ ṇ )  
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-3 M-FW  
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ṇ ṇ פֿ שּ  Ḯךּאל
https:// ecl.ntt.com/documents/tutorials/security/rsts/security/operation/managed_firewall
_utm/4500_firewall_policy.html  

ṇ ḭ 
︡ḭManaged Firewall Operation שּ  Ḯךּאל

https://ecl.ntt.com/documents/tutorials/security/rsts/security/operation/managed_firewall_utm/4500_firewall_policy.html
https://ecl.ntt.com/documents/tutorials/security/rsts/security/operation/managed_firewall_utm/4500_firewall_policy.html
https://ecl.ntt.com/documents/tutorials/security/rsts/security/operation/managed_firewall_utm/4500_firewall_policy.html
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-3 M-FW  
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פּ ￼ךּ פּ ︡ḭṙ Ṛ ︡ שּ  ךּאל

פּ  Firewall Policy ︡ ︣Ḯ 
  Firewall Policy  Firewall Policy 

 Firewall Policy ṙ Ṛ ︡ ︣Ḯ 
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-3 M-FW  
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︡ ḭṙ Ṛ ︡ ︣Ḯ 
 

(Port4) ︣Ḯ 
153.xx.xx.255 80 ṇ ḭ172.16.100.100 Destination NATּף
ACL ︣ ṇ 

ṇ  

 

ṇ  

DNAT ︡  
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-3 M-FW  
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︡ ḭṙ Ṛ ︡ ︣Ḯ 
 

(Port4) ︣Ḯ 
153.xx.xx.255 443 ṇ ḭ172.16.100.200 Destination NATּף
ACL ︣ ṇ 

ṇ  

 

ṇ  

DNAT ︡  
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-3 M-FW  
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︡ ḭṙ Ṛ ︡ ︣Ḯ 
 
VPN-GW (Port6) ︣Ḯ 
192.168.30.249 80 ṇ ḭ172.16.100.100 Destination NATּף
ACL ︣ ṇ 

Port6  

Port6DNAT_80  

ṇ  

 

ṇ  

DNAT ︡  
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-3 M-FW  
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︡ ḭṙ Ṛ ︡ ︣Ḯ 
 
VPN-GW (Port6) ︣Ḯ 
192.168.30.249 443 ṇ ḭ172.16.100.200 Destination NATּף
ACL ︣ ṇ 

Port6  

Port6DNAT_443  

ṇ  

 

ṇ  

DNAT ︡  
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 vFW ṇ ṇ
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 vFW ṇ ṇ   
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ḭvFW ṇ ṇ ףּ ךּךּ ︡ ︣Ḯ 
https://ecl.ntt.com/documents/tutorials/security/rsts/security/operation/managed_firewall
_utm/3120_interface_ha.html  

ṇ ḭ ṇ ︡ḭ 
ṇ ṇ שּ  Ḯךּאל

https://ecl.ntt.com/documents/tutorials/security/rsts/security/operation/managed_firewall_utm/3120_interface_ha.html
https://ecl.ntt.com/documents/tutorials/security/rsts/security/operation/managed_firewall_utm/3120_interface_ha.html
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 vFW ṇ ṇ   
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ểḰ ṇ פּ vFW  
ỄḰ ṇ ṇ פּ ḭ ṇ ṡẐṢ  
  ︡ ṡVRRP Ṣ  
3 Ḱ VRRP ( ) ךּףּ ṡVRRP Ṣ  
 
ẑdp0s4, dp0s5,dp0s6Ḯ 
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 vFW ṇ ṇ   
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ểḰ ṇ פּ vFW  
ỄḰ ṇ ṇ פּ ḭ ṇ ṡẐṢ  
  ︡ ṡ ṇ Ṣ  
 
ẑdp0s4, dp0s5,dp0s6Ḯ 
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 M-FW   
( ṇ ṇ )  
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 M-FW  
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M-FW ṇ ṇ צּ ︣Ḯ 
https :// ecl.ntt.com/documents/tutorials/security/rsts/security/operation/managed_firewall
_utm/3120_interface_ha.html  

ṇ ḭ 
︡ḭManaged Firewall Operation שּ  Ḯךּאל

 

20  

https://ecl.ntt.com/documents/tutorials/security/rsts/security/operation/managed_firewall_utm/3120_interface_ha.html
https://ecl.ntt.com/documents/tutorials/security/rsts/security/operation/managed_firewall_utm/3120_interface_ha.html
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ףּ אל ṇ ︣ ḭ ︡
ṙRefresh Networks Ṛ ︡ ︣Ḯ 

Refreshּצ ︣ ḭṙ ṇ Ṛ ṡ Ṣ אל ︣Ḯ 


